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About the Digital Policy Alert




The pressing issue
A challenge for the digital global economy

flurry of regulatory activity
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Our solution .’)
A comprehensive factual base

broad policy spectrum all government branches complete process

1. Data governance
2. Content moderation P Y -] HOW A BILL
1 R e INTRODUCED BECOMES A LAW

3 Competition N gde SA kb i s A i
4.  Taxation — “counTTee
i Subsidies & industrial

policy
0. Public procurement
7. International trade e T iy e
8. Foreign direct investment

9. Registration & licensing




1)) Digital Policy Alert

1)) Digital Policy Alert

® (Create a timely public inventory for policy & regulation

- Independent factual record based on official sources raseser | Anindependent, mely andaccessibl recordof pllcy and

regulatory changes affecting the digital economy.

- Interactive, portable and free

® Data product 1: Activity tracker + notification service
- Country scope: G20, EU members + Switzerland e ,
- Current status: more than 1'600 policy changes L2 -
documented since launch il | \ odf
in 15 April 2021 W \

Latest activity In 9 United States of America

® Data product 2: Detalled policy mapping

- Country scope: G20

- Current status: launched publicly on 29 March 2022 /\"“’ \




Recent activity and trends




Global activity selected policy areas
Based on combined data from DPA and USTR

Data governance is most active policy area Most active jurisdictions

Content regulation 42
Registration & licensing 33

Competition 14

Taxation 4

Other

operating condition 61




Digital policies relating to the
Russian aggression on Ukraine

® Content regulation and free speech
- High activity in Europe and USA In March; India more recently

- Main actions from Russia against content platforms

® Sanction enforcement related to the digital economy
- Actions to Inhibit evasion via cryptocurrencies

- Expanded FDI review mechanism In [taly for telecom infrastructure («golden shares»)

® Cybersecurity and data transter

- Systems security warnings repeatedly but not private-sector regulation
- Public procurement limitations in USA and ltaly

- Data transtfer: Estonian ban of Yandex NV/Pro (taxi services)




Rising enforcement activity worldwide "’
Example: Competition

Competition investigations and inquiries Competition policy field
Number of cases advancing since 1 January 2021 Number of cases advancing since 1 January 2021
United Kingdom 15
United States of America 11
China 10
Germany 9
EU-27 9
Russia 4
: 18
Republic of Korea 4
France - 4
Australia -
taly 2 Anti-competitive Merger control  Unilateral conduct
agreements




Stay in touch

Recelve one of our emaill notifications

— www.digitalpolicyalert.org/subscription

Reach out with feedback and requests

— Johannes.fritz@sgept.org




Thank you for your attention




DPA Activity Tracker
Remain current on policy changes

® Monitoring of regulations and policy
changes

® Dally updates as we verity new
Information

® Broad user access options

- Rich filtering options

- Fully exportable

- Emall notifications
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DPA Focus Pages
ldentify trends and patterns

Aggregate Dynamics

® |nteractive perspectives on the data set

® Currently avallable for

- Countries and regions

- Policy Areas

- Economic Activities .
® Broad user access options ’ — ==




DPA Threads

Retrieve the factual base for salient issues

® Curated cuts of the data collection

® Additional threads following public
discourse and salient events

® Summary statistics, timeline and
official sources

® User notification service

ussia

raine: Cybersecurity risk and data transfers

.............
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Rission on the Digital Economy

« Oversyn av den internationella kommissionen inleddes 2021,

 Tre Internationella arbetsgrupper etablerades:

_Yp

Q:P
Connectivity Cybersecurity Data
and Access Governance

« Som svar pa utvecklingen har vi ocksa sett dver den svenska

representationen 1 kommissionen.
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Svenska l@daméter i kommissionen

Stefan Bernhard, Senior Counsel, Bird & Bird - Stockholm

Caroline Olstedt Carlstrom, Partner, Cirio Advokatbyra

Johan Vallin, Global Head of Data Science, Electrolux AB

Gunnar Enigio, Head of Sales and Marketing Enigio Time AB

Carl Jeding, Director Government & Industry Relations, Ericsson
Rene Summer, Director Government & Industry Relations, Ericsson
Sara Ovreby, Samhallspolitisk chef, Google - Sweden

Magnus Norman, Director, Kreab Worldwide AB

Axel Tandberg, Direktdr, Legal Works Advisory

Thomas Lindqvist, Partner, LINQ Advokatbyra

Anna Nordén, Principal, Regulatory Affairs, Sovos - Trustweaver AB
Christiaan van der Valk, VP Strategy, Sovos- Trustweaver AB

Carolina Branby, Jurist och policyansvarig digital policy, Svenskt Naringsliv
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The world business organization

ICC WHITE PAPER ON |
Trusted Government Access | Delivering Universal

to Personal Data Held . Meaningful Connectivity

oy the Private Sector
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Ny Iinternationell arbetsgrupp - Working Group on Digital Trade

o Nytt partnerskap med UNCTAD inom ramen tor elrade For All Initiative

o /CC Digital Standards Initiative tor att digitalisera den administrativa
sidan av varldshandeln, dar vi nyligen tillsammans med W TO slappt ett

Standards Toolkit for Cross-Border Paperless Trade
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Meeting with ICC Sweden

27 April 2022

INTERNATIONAL
CHAMBER
OF COMMERCE




[ICC WG on Cybersecurity meeting with ICC Sweden | April 27 2022

[CC Commission on the Digital Economy

(2) CYBERSECURITY: Develop robust cybersecurity frameworks and capabilities

A truly global and inclusive online environment can only be achieved if businesses and governments
commit to the highest levels of cybersecurity. There is an urgent need for measurable improvements

ICC i : : . .
on the ground as malicious actors online create new security threats and undermine economic
Commission development. These threats are particularly acute for SMEs which often lack the necessary resources
on the Digital Economy for adequate protection and need dedicated support. The global nature of information networks and

digitally-enabled services requires an unprecedented degree of international and multistakeholder
cooperation if we are to leverage the empowering effects of ICTs and DTs and successfully tackle
their harmful misuse. Despite the private sector's best efforts, businesses will always depend on the

r
; E X X ] ; support of governments to create a legal and regulatory framework that fosters security, stability and
Hd‘v’(f)CaC}" “: Business Action to SUppOI’t the Information Socnety (BAS|S) requlatory certainty in the online environment. At the international level, governments must effectively
b - implement collectively agreed norms of responsible State behaviour in cyberspace and recognise the
need of many States worldwide for capacity building and technical assistance.
Making the Digital Economy Work
for Everyone, Every Day, Everywhere
l' -
N
I
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Policy : C o—c‘) Objectives of the Working Group

I

-\)'f".\ " OAyIMmMmanT - .-y ®

Jevelopment . — £ (1) Develop shared policy positions

and Capacity

o :ﬁ B g : Aim: develop shared concepts, values & principles, recommendations for (1) responsible
sl - Connectivity Cybersecurity Data conduct by all actors in cyberspace (2) national and international processes that codify
! such conduct
. and Access Governance
- (2) Advocate Business views
\_ - . , Aim: build support for the policy recommendations, ensuring maximum business impact
'Foundational Principles | in related policy and regulatory discussions
for an Enabling Environment and Collective Action (3) Build Capacity for Business

Aim; provide information sharing and hands-on training to transform policies into action




[ICC WG on Cybersecurity meeting with ICC Sweden | April 27 2022

Working Group Deliverables

Access & :
Connectivity Cybersecurity Data Governance
(1)ar.1 enabling (1)greater
@Vlronment fg@ . @ availability and@
investment an (1)responsible - raronerabilit
innovation in conduct by all actors b 4
Wor - niversal in cyberspace () of data betwee@
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meaningful shaping nationa
towa D across borders
connectivity and International(./} . .
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@ completed

[>[> In progress

@ scheduled

Joint industry DD
statement to



[ICC WG on Cybersecurity meeting with ICC Sweden | April 27 2022

[ssue Briefs progress

Policy Primer Issue Brief 1 Issue Brief 2 Annex |IB 2 CDGursuing

ICC International Chamber of Comm... &@

ICcC

Cyber Development Goals? Yes, we
can.

Government Action

on Cybersecurity

VE Suvmann Our new Cybersecurity Issue Brief 2
explains how:

% On the ground at UN Open-

. ,«‘ :- i illare = progress ended Working Group meetings on
Impact on Business Call for Gov Action Policy Asks Cyber Crime Cyber Development Goals \ Y2 NN
State Norms Additional details National capacity to implement

UN Cyber-crime treaty State norms and international law



[ICC WG on Cybersecurity meeting with ICC Sweden | April 27 2022

Annex IB 2 progress

Timeline and next steps

R

» April/early May: finalize a first draft

<+ May: seeking input not just from the WG but also national ICC chapters (not approval process)

L)

< June-July: WG to consolidate a draft for approval and send out for two rounds of comments and
approval

L)

4

L)

* September: adoption by ICC Executive Board

Business roundtable on cybercrime

R

» In order to capitalize on the momentum of developing IB2, the WG gather broad business perspectives
to inform ICC’s positions and recommendations in IB2, a broad business dialogue on cybercrime was

hosted on 10 January 15:00 CET.

L)

+ Considering additional engagements to gather further input from business and policy makers



[ICC WG on Cybersecurity meeting with ICC Sweden | April 27 2022

Cyber WG progress

More information on policy engagement will be shared at

|CC Global Digital Economy Commission

Draft Agenda
Meeting on 4 May 2022, 14:00-17:00 (Paris time - UTC+1).

14:45 - 16:50 WORKING SESSION

4. 14:45 - 16:25 Commission workplan and next steps
Members will discuss progress on the Commission’s work plan and priorities
under the three Working Groups, based on presentations from working group
leads. Informed by input from Regional Ambassadors and National
Committees, participants will decide on next steps and work items for the
Commission’s advocacy and policy activities for the year.

14:50 - 15:20 Cybersecurity
Section moderator: Rene Summer, Lead, ICC WG on Cybersecurity

Discussant: Hossam Elgamal, ICC Global Digital Economy Commission
Ambassador to Africa here

Register



http://web.iccwbo.org/iccwboorg-avxnt/pages/2pongcr9eeyntganorndqw.html?PageId=190dfad87dc4ec11a7b6000d3ab34343
http://web.iccwbo.org/iccwboorg-avxnt/pages/2pongcr9eeyntganorndqw.html?PageId=190dfad87dc4ec11a7b6000d3ab34343

THANK YOU!

Contact Details
WG on Cybersecurity Chair

Rene.Summer@ericsson.com

Digital Economy Commission
Timea.Suto@iccwbo.org
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TRUESEC

Cybersakerhet och kriget |
Ukrama

- - 2022-04-27



Vad ar Hybridkrig?

* |nterdependens
och Samarbete

= Undvik grazon

= Konflikt och
Desinformation

TRUESEC

= Folkratt

= Utnyttja Grazon

= Normloshet



TRUESEC

Cyberkriget | Ukraina

= Okad “Hacktivism”
= Cyberkrigsforband

= Forberedelser for angrepp
mot Kritisk Infrastruktur

L

GRU Unit 74455 HQ
(SANDWORM)



TRUESEC

Hur ser Framtiden ut?
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TRUESEC

Fragor?






